NudopmMannoHHass naMATKA I 00VUAIONIUXCS

C KaXIbIM rOJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTCS OOJIBIIE, a IIKOJIbHUKHU OJTHU
U3 CaMbIX aKTHUBHBIX MoJsib30oBaTeneil Pynera. Mexnay TemM, IOMUMO OFPOMHOIO KOJIMYECTBA
BO3MOKHOCTEM, MHTEPHET HECET M MpoOJeMbl. OTa NaMmsiTKa JODKHA IIOMOYb Tebe
0€3011acCHO HaXOIUThCS B CETH.

Komnbrorepabie BUPYChI

KOMIIBIOTEPHBIIE  BHPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IIPOIPAMM,
OTJIMYUTEIBHON OCOOCHHOCTBIO KOTOPOH SIBJISIETCS CHOCOOHOCTh K pa3MHOXKEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHI MOTYT MOBPEAUTH UJIM MIOJHOCTBIO YHUUTOKUTH BCe (Pailiipl U
JaHHbIE, TTOJJKOHTPOJIbHBIE TOJIB30BATENI0, OT MMEHH KOTOPOTo Oblja 3amylieHa 3apakeHHas
Iporpamma, a TakyKe MOBPEIUTh WIH JaX€ YHUUTOKUThH ONEPALMOHHYIO CHCTEMY CO BCEMH
¢aitnamu B 1iesoM. B 60JbIIMHCTBE CilydaeB pacpOCTPaHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTobl 32U ThI OT BPEIOHOCHBIX MPOIPAMM:

1. Hcnone3yii COBpEMEHHBIE OINEpPAUUMOHHBIE CHCTEMbI, HMEIOIINE CEpPbE3HBIN
YPOBEHb 3aIUTHI OT BPEIOHOCHBIX MPOTPaMM;

2. [locTosIHHO ycTaHaBIMBal MauTu (LUQPPOBBIE 3aIIATKU, KOTOPhIE aBTOMAaTUYECKU
YCTaHaBIUBAIOTCA C LEIbI0 JOpaOOTKU MporpamMmbl) U JApyrue OOHOBJIEHMSI CBOEU
ornepanoHHoi cucreMbl. CkaunBail X TOJBKO ¢ OPUIMAIBHOTO caiita pazpadotunka OC.
Ecnu cyiecTByeT pexuM aBTOMaTHYECKOT0 OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBoeM KOMIbIOTEpE IO/ MpaBaMU I[IOJIb30BATENs, a He
aJMUHUCTpATOpa. OTO HE  MO3BOJUT  OOJNBIIMHCTBY  BPEAOHOCHBIX  IpOrpamMm
MHCTaJUIMPOBATHCSA HA TBOEM IIEPCOHAIILHOM KOMIIBIOTEPE;

4. Hcnone3yd ~ aHTHUBUPYCHBIE  INPOTPAMMHBIE  NPOAYKTBI  M3BECTHBIX
MIPOU3BOUTEIIEH, C aBTOMATUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanunub (PU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHHUX JIMII;

6. Mcnonp3yil BHEIIHWE HOCUTEIN UH(OPMALIMH, TaKUe Kak (prienika, Tuck uim Qaitn
U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UICTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (Pailsibl, TOJYUEHHbIE U3 HEHAJIEKHBIX HCTOYHUKOB.
Jlaxxe Te (haiibl, KOTOpbIE MPHUCIAT TBOM 3HAKOMBIN. Jlydllle yTOYHU y HEro, OTIPaBisl U
OH Tebe UXx.

Ceru WI-FI

Wi-Fi - 3T0 He Bu mepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIL OpeH, MapKa.
Eme B 1991 romy nHuumepmaniackass xommnanusi 3apeructpupoBasia Openn "WECA", uto
obo3nauano cioBocoyetanue "Wireless Fidelity", xoTopelii mepeBoauTCS  Kak
"GecrpoBoOHAS TOYHOCTH".

Jlo Hamiero BpemMeHHM JolUIa Japyras abOpeBHaTypa, KOTOpas SBJISIETCS TaKOW Ke
TexHosiorue. Ito abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObLJIO J1aHO C HAMEKOM Ha
CTaHAapT BbicuIel 3ByKoBoM TexHuku Hi-Fi, 4To B nmepeBoje o3HavaeT "BbICOKasi TOUHOCTH'.

Ja, OecrnaTHbI MHTEPHET-AOCTYH B Kade, OTeNIX U a’ponoprax sBIsSETCs
OTJIMYHOM BO3MOXHOCTBIO BBIXOJAa B HMHTepHEeT. Ho MHOrme sKCHepThl CUYUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MaCHBIMU.

CoBeTbl 110 0€30MacHOCTH PaOOTHI B 00IIEOCTYHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoto JmuHyto uH(popManuw depe3 odmenocrynusie Wi-Fi cetn.
Pabotas B HuX, *eyaTelbHO HE BBOJUTH NApOJIU JOCTYMA, JOTHHBI M KaKHe-TO HOMEPA;

2. Vcnionb3yii 1 OOHOBJISI aHTUBUPYCHBIE TTPOTpaMMbl B OpanaMayep. TeM cambIM
ThI 00e30MmacuiIb ce0sl OT 3aKaUKU BUPyca Ha TBOE YCTPOMCTBO;



3. Ilpu ucnonszoBanuu Wi-Fi otkmroun ¢yskmuio "OOmmit goctyn K Qaitnam u
npuntepam". JlanHas GyHKIMS 3aKpbITa MO0 YMOJIYAHUIO, OJHAKO HEKOTOPHIE MOJIb30BATENN
aKTUBUPYIOT €€ JJisl y100CTBa NCIIOIb30BaHus B paboTe WiH yueoe;

4. He ucnonp3yit nyonmunsiidi WI-FI 1715 nepenaun NTHMYHBIX JaHHBIX, HAIPUMEDP IS
BBIXO/Ia B COLIMAJIBHBIE CETH WU B 3JIEKTPOHHYIO MOYTY;

5. Ucnonb3y# ToJIbKO 3amuiieHHoe coenunenne yepe3s HTTPS, a ue HTTP, T1.e. pu
Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B wMoOunbHOM Tenedone otkmoun (QyHkiuro "Tlomkmouenne k- Wi-Fi
aBToMaTHuecku'". He nomyckait aBTOMaTHYECKOTO MOAKIIIOYCHHS yCTpoiicTBa K ceTssM Wi-Fi
0€e3 TBOEro corjacusi.

CouuajibHble ceTH

ConuanbHble CETH aKTUBHO BXOJSAT B HAILy KU3Hb, MHOTHE JIFOJH PA0OTAIOT U )KUBYT
TaM TMOCTOSHHO, a B Facebook yke 3aperucTpupoBaH MILIHAp]] YEIOBEK, YTO SIBISETCS
OJHOM CEObMOM BCEX JKUTEJCW IUIAHEThl. MHOTrMEe mONb30BaTEIM HE IMOHUMAKOT, YTO
uHopMaIus, pa3MElIeHHass HWMH B COIMAIBHBIX CETAX, MOXET OBITh HaiIeHa U
HCIIOJIb30BaHA KEM YTOJHO, B TOM YHCII€ HE 00513aTEIBHO C OJIaruMyu HAMEPEHUSMH.

OCHOBHBIE COBETHI IO O€30MACHOCTH B COLIMAIIBHBIX CETSIX:

1. Orpanuyb crnucok npy3ed. Y 1eOs B JApy3bsiX HE JOJDKHO OBITH CIy4alHBIX U
HE3HAKOMBIX JIOJIEH;

2. 3amuminai cBOIO YacTHYIO Ku3Hb. He ykasbiBail mapounu, TenedoHsl, agpeca, 1aTy
TBOETO POXICHUSA U JIPYTyl0 JHUYHYIO HHGOpMaIuio. 3JI0yMBIIUICHHUKA MOTYT
MCIIOJIb30BaTh Jake MH(GOPMAIIMIO O TOM, KaK Thl U TBOU POJUTENH TUJIAHUPYETE MPOBECTH
KaHUKYJIbI;

3. 3amminaii cBOI penyTaiuio - Iep>KU €€ B YUCTOTE U 3ajJ1aBail cebe BOMpOC: XOTeN
OBbI ThI, UYTOOBI APYTHE MOJIB30BATENN BUIEIH, UTO ThI 3arpyxaems? [logymaii, npexne yem
YTO-TO OIyOJIMKOBATh, HAMCATh U 3aTPy3UTh;

4. Ecnu Tl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEATIbHOE
UM U JPYTYIO JINYHYIO UH(OPMAIMK: UMS, MECTO KUTEIbCTBA, MECTO Yy4eObI U MPOYEE;

5. W30Geraii pasmemenusi ¢otorpaduit B HMHTepHeTe, TAe Thl H300pa)K€H Ha
MECTHOCTH, 110 KOTOPO! MOKHO OIIPEJEIUTHh TBOE MECTOIIOJIOKECHHUE;

6. Ilpu peructpauuu B COLMAIBHOM CETHM HEOOXOAUMO HCIOIb30BaTh CIOXKHbBIC
Napojx, COCTOSIIME U3 OYKB U LIM(P U C KOJTUUECTBOM 3HAKOB HE MEHee §;

7. Jns couuanbHOM CETH, MOYTHl M APYTUX CAUTOB HEOOXOJIWMO HCIIOJIh30BATh
pasHblie naposiu. Toraa ecinu Te0si B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH TIOJTydaT OCTYT TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

DNEeKTPOHHBIE IEHBIU - 3TO OYEHb YAOOHBIN CIOCOO MIaTeXel, 0JJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPHIE XOTAT MOJTYYUTh 3TU JIEHBIU.

DNEeKTPOHHBIE I€HbIM MOSBUINCH COBCEM HEJAABHO M UMEHHO M3-3a 3TOT0 BO MHOTHX
rocyJapcTBax 70 CUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccum xe oHM (YyHKUHOHUPYIOT U O HHMX YK€ MPONUCAHO B 3aKOHE, TJe MX
pa3lesioT Ha HECKOJbKO BUJIOB - AHOHHMHBIE M HE AHOHMMHbIE. Pa3HMIIa B TOM, 4YTO
AHOHMMHBIC - TO T€, B KOTOPBIX pa3periaeTcs MPOBOIUTH Omepanuu 0e3 UACHTH(UKAINH
MOJI30BATEINS], 4 B HEAHOHUMHBIX MJICHTU(DHUKAIMS TT0JTH30BATENS SBISETCS 00s13aTEIHHOM.

Taxke  crmemyer  pa3nduaTh — DJEKTPOHHBIE  (pUATHBIE  JIEHBrU  (paBHBI
rOCyJapCTBEHHBIM BajlOTaM) ¥  JJICKTPOHHbIE HepuaTHbIE JCHBIH (HE PaBHBI
rOCyJIapCTBEHHBIM BaJIOTaM).



OcHOBHBIE COBETHI 10 0€30MacHO paboTe ¢ ANEKTPOHHBIMU ACHbIraMU:

1. [IpuBsiku K cueTy MOOMIIBbHBIN TenedoH. DTO caMblil yIOOHBIN U OBICTPHII c1OCO0
BOCCTAHOBUTH JOCTYyNn K cuery. [IpuBsizanHbIii TenedoH MOMOXKET, eciii 3a0yneinib CBOM
TJIATEKHBIN MTApOJIb WIIW 3alJICIIb HA CAUT C HE3HAKOMOTO YCTPOWCTBA;

2. Ucnonp3yit ogHopa3oBbie napoid. [locne nepexona Ha yCUIIEHHYIO aBTOPU3ALUIO
Tebe yke He OyJIeT yrpoKaTh OMaCHOCTh KPAKU WUITU TIepeXBaTa IJIaTeKHOTO Mapois;

3. Boibepu cioxHbiil napoiib. [IpectynHukam OyneTr He MPOCTO yrajaaTh CIOXHBIN
napoJyib. HanexxHple mapojii - 3TO NapoJid, KOTOPbIE COAEPKAT HE MEHEE § 3HAKOB H
BKJIIOYAIOT B c€0sl CTPOYHBIE M MPOIKCHBIE OYKBBI, TU(MPHI U HECKOJIBKO CHUMBOJIOB, TaKHE
KaK 3HaK jJojuiapa, GyHTa, BOCKIUIATeIbHBIN 3HaK u T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JTUYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEILIb.

DJIeKTPOHHASA MOYTA

OneKkTpoHHass MoYTa - 3TO TEXHOJOIMS M MPEAOCTaBIIEMbIE €0 YCIYTd IO
MEPEChUIKE M TMOJNyYEHHUIO OJJIEKTPOHHBIX COOOIICHHUI, KOTOpBIE paclpeiensioTcs B
KOMITBIOTEPHOU ceTh. OOBIYHO SJEKTPOHHBIA IMOYTOBBIA SIMIUK BBITIISIUAT CIEAYIOIIAM
oOpa3oM: UMs_IOJIb30BATESI(@UMS_JOMEHa. Takke KpoMme Meperayd MpOCTOro TEKCTa,
MMeEEeTCA BO3MOKHOCTh IIEpeiaBaTh (haiibl.

OCHOBHBIE COBETHI IO 0€30MAaCHOM padOTe € AIESKTPOHHOM MOYTOM:

1. Hago BbIOpaTh mpaBUIIBHBIA TOYTOBBIN cepBHC. B mMHTEpHETE €CcThb OrpOMHBIN
BBIOOp O€CIIaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIYYIIIE JOBEPATh TEM, KOTO 3HACIIb U KTO
[IEPBBIN B PEUTUHTE;

2. He yka3biBait B 1MuHOM nouTe JUuHyI0 nuH(opMmanuo. Hanpumep, stydiiie BIOpaTh
"My3bIkanbHbIN  paHaT@" win "pok2013" BmecTo "Temal3";

3. Hcnonp3yil OBYX3TAllHYIO aBTOPU3ALHID. DTO KOTJA MOMHUMO TMApOJs HYXHO
BBOJUTH KO, IPUChUIaeMbIii 0 SMS;

4. BoiOepu clI0XKHBIN Mapoib. s kKaxaoro moyToBOTO SIIIMKA JOJKEH ObITh CBOM
HAJIC)KHBIM, yCTOWYMBBIN K B3JIOMY HapoOJIb;

5. Ecnu ecTb BO3MOKHOCTh HAIMCATh CaMOMY CBOW JIMYHBIA BOIIPOC, UCIIOIB3YH 3Ty
BO3MOKHOCT;

6. Vcnonb3yil HECKOJIBKO MOYTOBBIX AIMIMUKOB. IIepBbIid [ YaCTHOW MEPENHUCKU C
azpecaTaMy, KOTOPBIM Thl JOBEPSIEIb. DTO ANEKTPOHHBIN aJIpec HE HAJ0 WCIIOIb30BaTh NpH
peructpanuu Ha opyMax U canTax;

7. He oTkpbiBail (haiiiel U Ipyrue BIOKEHUS B MUCbMAaX, JaXKe €CIM OHU MPHUIILIA OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISIIN JIK OHU Tebe 3TU (Hailiibl;

8. Ilocne oxkoHuaHusi pabOTHI HA MOYTOBOM CEPBHUCE IEPEN 3aKPhITUEM BKIIAJKU C
caiiToM He 3a0y1b HaKaTh Ha "BeriiTu".

Ku0epOyaiimHr uim BUPTyaJbHOE U3/1€BATEIHLCTBO

KubepOymmHr - mpecienoBaHue COOOIICHUSIMH, COJEPKAIUMU OCKOPOJICHMUS,
arpeccuio, 3alyruBaHHe; XYJUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHHE C MOMOIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KUOEPOYIITMHTOM:

1. He 6pocaticst B 60i1. JIyummii cnoco0: mOCOBETOBATLCS KaK ce0sl BECTH U, €CJIM HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHaYaJIe YCIIOKOUTHCS. ECiu Thl HayHElb OTBEYaTh
OCKOPOJICHUSIMU HA OCKOPOJICHHUS, TO TOJIBKO €1I1e OOJIBIIE Pa30KKEITh KOH(IIHKT;

2. Yupasnsiii cBoe kubeppermyTaiuei;

3. AHOHUMHOCTH B ceTd MHHMas. CyIliecTBYIOT CIIOCOOBI BBISICHUTb, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM,;



4. He cTouT BecTH XyJUTaHCKHUI 00pa3 BUpPTyaidbHOU ku3HU. HTEepHET (DuKcupyer
BCE€ TBOU JICHCTBUS U COXPAHSET UX. Y JAIHUTh X OyJIeT KpallHe 3aTPyAHUTEIBHO;

5. Cobmrofait CBOIO BUPTYaJbHYIO YE€CTh CMOJIONY;

6. Urnopupyit enuuHuuHblii HeraTuB. OIHOpPa30BbIE OCKOPOUTEIBHBIE COOOIIECHUS
Jydiie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcsi Ha Ha4aabHOW CTaIuu;

7. ban arpeccopa. B mporpammax oOMe€Ha MTIHOBEHHBIMH COOOIICHUSIMU, B
COILIMAJIBHBIX CETSAX €CTh BO3MOXXHOCTh OJIOKMUPOBKU OTIPABKH COOOIIEHUH C OINpeAesIeHHbIX
aZpeCoB;

8. Ecmu Tel cBugerenb kuOepOymivHra. TBOW JEHCTBUA: BBICTYNUTH MPOTUB
npecieaoBaTens, MoKa3arb €My, YTO €ro JEWCTBUS OLICHMBAIOTCA HETAaTWBHO, MOAJNEPKAThH
KEPTBY, KOTOPOW HY)KHA IICUXOJOTHYECKass TOMOIIb, COOOIIMTH B3pPOCIBIM O (hakTe
arpeCCUBHOIO IOBEACHUS B CETH.

MoOuiabHbId TesaedoH

CoBpeMeHHbIE CcMapT(GOHBI W TUIAHIIETHI COACPXKAT B ceOE BIOJHE B3POCIBINA
(GyHKIMOHAJ, W TEMeph OHH MOTYT KOHKYPHPOBAaTh CO CTAIIMOHAPHBIMH KOMITBIOTEPAMH.
OpnHako, CpeaCcTB 3allUTHI AJis MOJOOHBIX YCTPOMCTB MOKa OYEHb Majo. TecTUpOBaHHUE H
MOUCK YA3BUMOCTEM B HHUX MNPOMCXOJHUT HE TaKk MHTEHCUBHO, kak mis IIK, To ke camoe
KacaeTcsl 1 MOOMJIbHBIX TTPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ NPAKTUYECKH JIOTHAJIM HACTOJIbHBIC
aHAJOTH, OJIHAKO pacHIMpeHHe (PYHKIMOHAJIa BJIEUET 3a COOOM OOJBIIYI0 CIIOXKHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce MPOU3BOJIUTENIN BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIIHE
KPUTHUYECKHUE YSA3BUMOCTH I CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30I1aCHOCTH MOOUIIBLHOTO TelieoHa:

Huuero He sBisieTcst mo-HacrosinieMy OecIUlaTHbIM. byab OCTOpOXKE€H, Beab Koraa
Te0e mpeayiaraloT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIATHHIC
YCIYTH;

Hymaii, npexne uem ornpaButb SMS, ¢hoTo niau Buzneo. Thl TOUHO 3HAEIIb, I/I€ OHU
OylyT B KOHEUHOM UTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTdhOHa;

Hcrnonb3yit aHTUBUPYCHBIE MPOTPAMMBbI 111 MOOMIIBHBIX TEJIE(POHOB;

He 3arpy»xaii npujioxk€HUs OT HEM3BECTHOTO UCTOYHHUKA, BEJIb OHU MOTYT COJIEPKATh
BPEOHOCHOE MPOTrpaMMHOE 00€CIIEUCHHUE;

[Tocne Toro Kak Thl BBHIWACIIH C CaiTa, T/I€ BBOJAWUJ JIMUYHYIO WH(MOpMAIUIO, 321 B
HACTPOWKHU Opay3epa u yaanu cookies;

[leproauyecku NpoBepsiil, KAKUE MJIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoil HOMep MOOMJIBHOTO TeJie(pOoHA TOJIBKO JIFOASM, KOTOPHIX Thl 3HACIIb U
KOMY JIOBEpSEIlIb;

Bluetooth momken ObITH BBIKJIIOYEH, KOTJa Thl MM HE MOjb3yenibcs. He 3a0biBaii
MHOT]Ia TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAHH-UTPBl - 3TO KpPAacOYHbIC, 3aXBaThIBAIOIIME pPA3BICUCHMUS,
OOBEUHSIONINE COTHU THICSY YETIOBEK MO Bcemy MHpYy. Wrpoku mccienyroT AaHHBIA UM
MHUp, OOIIAIOTCS JAPYT C JAPYTrOM, BBITIONHSIOT 3aJaHMs], CPaXKalOTCSs C MOHCTpaMU U
MOJIy4arOT OMBIT. 32 YJOBOJIbCTBUE OHM IUIATST: MOKYMAIOT JHUCK, OTUTAYMBAIOT a0OHEMEHT
WJIM TIPUOOPETAIOT KAKHE-TO OIIIIHH.



Bce 3tH cpenctBa MIOyT Ha NOAJAEpKAHME M PA3BUTHE WIPHI, & TAKXKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBl aBTOPHU3AIMH, BBIMYCKAIOTCS HOBBIE MaT4u
(mdpoBbIe 3aIaTKY 711 TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmogoOHBIX Urpax CTOUT ONAcaThCA HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaKU
TBOETO MapoJis, Ha KOTOPOM OCHOBAaHA CUCTEMAa aBTOPHU3ALMK OOJIBIIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOT0 aKKAYHTA:

1. Eciu papyrodi urpok BeneT cels IUIOXO WM co3/aeT TeOe HENmpHUSTHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. Iloxamyiicds agMUHHCTPATOpaM WIrPbl Ha IJIOXO€ MOBEICHHE STOr0 HWIrPOKa,
KEJIATEIbHO NPWIOKUTh KAKHE-TO I0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3sbiBaii muuHyt0 nHGOpMaIUIo B podaiiie Urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuImaabHbIC TATIYH U MOJIBI;

6. Mcrionb3yil ClI0KHBIE U Pa3HbIE MapOJIH;

7. Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYATh aHTUBHUpYC. I[Ioka Tl urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIUHT UM KPAKa JTHYHBIX JAHHBIX

OOBIYHON Kpakell JEHEer W JIOKYMEHTOB CErOJIHA Y€ HUKOrOo HE YJWBHIIb, HO C
Pa3BUTUEM HWHTEPHET-TEXHOJOTUNA 3JIOYMBIIIJICHHUKA TMEPEMECTUIIUCh B HMHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCA "TIOOUMBIM" JIETIOM.

Tak mosiBUJIacCh HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAS
1[eJb KOTOPOI'O0 COCTOMT B TOJYYEHHH KOH(DUICHIIUATBHBIX JJaHHBIX IMOJIb30BATEICH -
JorvHOB ¥ mapodei. Ha anrmuiickoM sizbike phishing ynrtaercs kak ¢ummunr (ot fishing -
pbIOHas J10BIIs, password - mapoJn).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHToM. Ecnu Thl mojo3peBaeiib, YTO TBOS aHKeTa ObLia
B3JI0MaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTpATOpaM pecypca 00
ATOM KaK MOXHO CKOpEe;

2. Hcnonw3yii Oe3omacHble BeO-CailiThl, B TOM 4YHCIIC, UHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Ucnonw3yit CloXKHBIE U pa3HbIe Mapoyd. Takum o0pa3oM, eciiu Te0s B3JIOMAIOT, TO
3JIOYMBIITUICHHUKY TIOJIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY MPOQMII0 B CETH, a HE KO
BCEM;

4. Ecnu TeOs B3MOMaIHM, TO HEOOXOJUMO MPEAYyNPEIAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J100aBIeHBI Y T€OSI B APY3bsIX, O TOM, YTO T€Os B3JIOMAIH U, BO3MOXXHO, OT TBOETO
MMEHHU OyJIeT PacChlIaThCs CIlaM U CChUIKM Ha (PUIIIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbli napoias (PIN) Ha MOOMIIBHBIN TENEPOH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbiBait (aitibl U Ipyrue BIOKEHUS B MUCbMaX, JTa)Ke€ €CJIM OHU MPUIILIA OT
TBOUX Jpy3ei. Jlydllie yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl.

Mudposas penyranus

[MudpoBast pemyrauusi - 3TO HEraTUBHAs WM MO3UTHUBHAS UHQpOpMAIUsS B CETH O
tebe. Kommpomerupyromias undopmariusi, pasMerieHHass B UHTEPHETE, MOXKET CEPhE3HBIM
o0pa3oM OTpa3UThCs Ha TBOEH peanbHOM xu3HU. "[{udposas penyranus" - 370 TBOM UMUK,
KOTOPbIN hopmupyeTcst u3 nHpopmaiuu o Tede B UHTEPHETE.

TBOe MECTO JKHUTENhCTBA, y4eObl, TBOE€ (DMHAHCOBOE TOJIOKEHHE, OCOOEHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIIJIMBAETCS B CETH.



MHorue TOAPOCTKM  JIETKOMBICIIEHHO OTHOCATCS K  MyOJMKauu  JIMYHOU
uHpopmanuu B MHTEpHETE, HE MOHMMAas BO3MOXKHBIX MOcheACTBHMA. Thl Jake HE CMOXKEIb
J0rafaTtbes 0 TOM, uTo (oTorpadus, pasMmelleHHas 5 JeT Ha3al, cTaja MPUYUHOM OTKaza
MPUHATH TEOs Ha padoTy.

KoMmmenTapuu, pasmenieHue TBoux ¢GoTorpapuii M JIpyrue AEUCTBUSL MOTYT HE
UCYE3HYTh NIa)K€ IOCIE TOTO, KaK Thl MX YJadullb. Thl HE 3HACIIb, KTO COXPAHUI ATy
uH(pOpMaIINIO, TToNala JJU OHA B MIOMCKOBBIE CUCTEMbI U COXPaHWJIACh JIM OHA, a TJIABHOE: UTO
NoJyMaloT O Tebe OKpYKalIIUe JIOAW, KOTOpble HaWIyT W yBUIAT 3To. Haiitu
UH(GOPMAIMIO MHOTO JIET CIYCTS CMOXET JI000M - Kak U3 0OphIX MOOYXKIACHHM, Tak U C
HaMEpPEHUEM PUUMUHUTD BPeJl. ITO MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aIUTE HU(PPOBOM peryTaluu:

1. [Togymaii, mpex/ie 9YeM 4TO-TO MyOJIMKOBATh W TIepenaBaTh y ceOsi B Ojo0re win B
COILIMAJILHOM CETH;

2. B nactpoiikax npo¢uisi yCTAaHOBU OTPaHUYCHHsSI HA POCMOTP TBOETO MPOoduiIs u
€ro COJEPKMUMOTO, ceiall ero ToiabKo "mis npyseu";

3. He pa3Memaii u He yka3plBaili HH(MOpPMaLMIO, KOTOpas MOXKET KOTO-J10o
OCKOPOJISITh UM OOUXKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE IIKOJIBHUKH - aKTUBHBIE IOJI30BATEIN LU(PPOBOrO MPOCTPAHCTBA.
OpHako najneKko HE BCE 3HAIOT, YTO IOJIb30BAHWE MHOTMMH BO3MOKHOCTSIMH LU(PPOBOTO
Mupa TpeOyeT coOJIt0IEHUS IIPaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTENNEKTyallbHAsE COOCTBEHHOCTh" OTHOCUTCS K Pa3jIMYHbIM TBOPEHUSAM
YeJIOBEYECKOro yMa, HauyuHasi C HOBBIX M300pETEHMH M 3HAKOB, O0O3HAYAIOLIUX
COOCTBEHHOCTh Ha MPOAYKThl W YCIYrd, M 3aKaHuWMBas KHUTramu, Qortorpadusmu,
KHHO(PHIBMaMHU U MY3bIKaJIbHBIMUA TPOU3BEICHUSMH.

ABTOpCKHE TmpaBa - 3TO IMpaBa HAa MHTEIUIEKTyalbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEICHUS HAYKH, JINTEPATYPbl U UCKyCCTBA. ABTOPCKHUE MpaBa BHICTYNAIOT B KAUECTBE
rapaHTUU TOTO, YTO MHTEJUIEKTYaJbHBIM/TBOPUECKUNA TPyHd aBTOpa HE OYyIEeT HaIpacHBIM,
JaCT €MY CIIPaBEIJIMBbIE BOBMOXHOCTH 3apab0TaTh Ha PE3yJIbTATaX CBOErO TPYJla, MOJIYUYHUTh
M3BECTHOCTh U npu3HaHue. Hukro 0e3 pazpelieHus: aBTopa HE MOKET BOCIPOU3BOAUTH €0
MIPOU3BENIEHUE, PACTIPOCTPAHSITH, ITyOJINYHO JEMOHCTPUPOBATH, IPOAABATh, UMIIOPTUPOBATh,
ycKaTh B MPOKAT, ITyOJIMYHO UCHIOJHSATH, IOKAa3bIBATH/UCIIOJIHATD B 3()Upe UK pa3MellaTh B
HNurepnere.

Hcnonb3oBanue "mUpaTckoro" MpOrpaMMHOTO OOECTICUeHHUS] MOXKET MPHUBECTH K
MHOTMM pHUCKaM: OT I[OTepU JaHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKU TBOEIO
YCTpOICTBa, TJie yCTaHOBJEHA HeJerajipHas nporpamma. He crouT Takxke 3a0bIBaTh, 4TO
CYILECTBYIOT JIETaJIbHbIE U OECIIaTHBIE MPOrPaMMBbl, KOTOPbIE MOKHO HANTH B CETH.

O nopraJe

CereBUYOK.p() - TBOW TJIaBHBIM COBETYMK B CETH. 3J€Ch Thl MOXEIIb Y3HATh O
0€e30IacCHOCTM B CETU TMOHSATHBIM M JIOCTYNHBIM $I3IKOM, a TMpPH BO3HUKHOBEHUH
KPUTHUYECKOM CUTyallud OOpaTUTHCS 3a COBETOM. A TakKe MPUHSITH y4acTHE B KOHKypcax U
CTaTh CaMbIM LIU(PPOBBIM I'PAKTAHUHOM!



